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Goals and Threats

• Goals

• Confidentiality, integrity, availability

• Additionally, 

• Authenticity, accountability,  nonrepudiability, privacy, 
…

• Threats

• Exposure of data, tempering with data, denial of 
service, …
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Trusted Computer Base
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• [Figure 9-2 in Tanenbaum & Bos, 2014]



Protection Domains
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• [Figure 9-3 in Tanenbaum & Bos, 2014]



Access Control Matrix

• Or protection matrix
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• [Figure 9-3 in Tanenbaum & Bos, 2014]



Access Control List

• From matrix to list
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• [Figure 9-3 in Tanenbaum & Bos, 2014]



Capabilities

• From matrix to list
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• [Figure 9-8 in Tanenbaum & Bos, 2014]



Formal Model

• Authorized and unauthorized states
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• [Figure 9-10 in Tanenbaum & Bos, 2014]



Questions

• A few concepts in security
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