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Goals and Threats

* Goals
» Confidentiality, integrity, availability
 Additionally,
 Authenticity, accountability, nonrepudiability, privacy,

* Threats

» Exposure of data, tempering with data, denial of
service, ...
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« [Figure 9-2 in Tanenbaum & Bos, 2014]



Protection Domains

Domain 1 Domain 2 Domain 3

File1[R] File1 [RW]
File4[RWX]

File5[RW]

File6[RWX]

File2[RW] Plotter2[W]

 [Figure 9-3 in Tanenbaum & Bos, 2014]
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Access Control Matrix

* Or protection matrix

Domain
1

Object
Filed File2 File3 Filed File5 FileB Printeri Plotter2
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Execute
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Write Write Write
Execute

* [Figure 9-3 in Tanenbaum & Bos, 2014]




Access Control List

 From matrix to list
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« [Figure 9-3 in Tanenbaum & Bos, 2014]
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Capabilities

 From matrix to list

Owner
Process
X User
space
1 1 1
1 1 1 )
F1 F1:R F1:R F2:R
F2 F2:R F2:BW F3:RX X Kernel
. space
= F3:RWX |
C-list

« [Figure 9-8 in Tanenbaum & Bos, 2014]



Formal Model

* Authorized and unauthorized states
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 [Figure 9-10 in Tanenbaum & Bos, 2014]
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Questions

A few concepts in security



